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Atty. Doc. PTT-193/Prov(402882US/prov) 1 

MULTIPLE TICKETS IN SMART CARDS FOR RECEIVING CONTENT 

FIELD OF THE INVENTION 

5 The present invention relates to a method of using tickets on smart cards, and to 
smart cards in which tickets are stored. In particular, the present invention relates 
to the secure storing, validating and verifying of multiple tickets on smart cards, 
multiple tickets being tickets that may be used more than once. 

10 SUMMARY 

European Patent Application EP 0 829 828 describes a smart card which allows 
tickets to be efficiently stored, whereby the smart card (1) comprises an integrated 
circuit having a processor and a memory, the memory comprising tickets, a ticket 
15 comprising an entitlement field for storing data relating to the entitlement of the 
ticket, and a validation field for storing data relating to the validity of the ticket . 
The ticket on the smart card comprises a validation count field for registering the 
number of times the ticket may be validated. 

20 By providing a validation count field, it is possible to validate the same ticket more 
than once while strictly controlling the number of times the ticket may be used. As 
a multiple ticket of this type requires hardly more memory space than a regular 
ticket, a very efficient memory use is achieved. 

25 Every time a ticket is used, the validation count field is decreased. Decreasing the 
validation count field can be done by a terminal. For instance, the terminal resides 
at a location in a theatre where the terminal is used for validating the ticket. When 
a person wants to enter the theatre he has to let the ticket be validated by the 
terminal, after which the validation count field is decreased. 

30 

According to the present invention the ticket (20) (FIG. 1) can also be used for 
receiving content on a device (30) of a user from a content provider (31) (FIG. 2). 
According the present invention it is also identified that the content provider (31) 
35 also can issue the ticket (20). Further, it is identified according to this invention 

that the ticket (20) can be validated each time the user views or uses content that 
already resides on the device (30). 
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The content can be any kind of information, video- or audio content, or any kind of 
multi-media content. Examples of content are weather information, ringtones, 
video's, person-to-person communication, and one-to-many communication such as 
broadcasted content. The content can also be content that is received by the user 
5 when a service is provided to the user by the content provider (31). The device 
(30) can be a mobile device, although other device types are not excluded in this 
invention. 

When a ticket (20) is used for accessing content, the following can take place. The 
10 content provider (31) issues the ticket (20) by sending the ticket (20) to the device 
(30) via a network of a communication provider (32). The ticket (20) can be a 
digital rights object that enables the user of the device (30) to perform an action 
according to certain rights. The network can be a mobile network, although this 
invention is not limited to situations where a mobile network is used. When the user 
15 wants to receive content, the content is sent by the content provider (31) to the 

device (30), after which the validation count field (26) of the ticket (20) residing at 
the device (30) is decreased. After the content is received by the device (30), the 
user can view or use the content. 

20 If the user wants to view or use the same content again, the content provider (31) 
sends again this content to the device (30). This is not an efficient procedure since 
the same content has been sent already to the device (30). If the content is stored 
on the device (30) after this content has been received by the device (30) for the 
first time, it is possible to let the user view or use this content without having to 

25 send this content to the device (30) again. In such a much more efficient 

procedure, the ticket (20) can be validated each time the user views or uses the 
stored content in stead of validating the ticket (20) each time the content is 
received by the device (30). 

30 In order to use the ticket (20) in such an enhanced procedure, a local- or network 
key generator may be used for activating the ticket (20) after the ticket (20) has 
been issued. If security measures are taken during the issuing of the ticket (20), 
the security measures relating to the validation of the ticket (20) residing on the 
device (30) can be relatively simple. 



35 



In an embodiment of the present invention the party that issues the ticket (20) and 
the party that provides the content can be the same content provider (31). In such 
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a case the ticket (20) and the content originate from the same party/ which 
simplifies the security measures to be taken. The ticket (20) can be restricted to be 
used for accessing only content provided by the content provider (31) that issued 
the ticket (20). 



an 



As an example, a content provider dedicated ticket may comprise (FIG. 3): 
entitlement field (21), a validation field (22), a verification field (23), a price field 
(24), a sequence number field (25), and a validation count field (26). The identity 
of the content provider (31) that issued the ticket (20) can be stored in the 
10 entitlement field (21). In practice, a ticket (20) may comprise additional fields to 
those that are mentioned before. Also, a ticket (20) according to the present 
invention may comprise less fields, or more fields of the same type, e.g. two 
verification fields. 

15 It may also be the case that for each application type (such as gambling, viewing 
previews, etc.) there is another type of ticket. A ticket (20) may then only be used 
for that type of applications where it is intended for. 

The invention is not limited to tickets that are stored electrically on a smart card. 
20 Also tickets that are stored on a smart card magnetically are taken into account. 
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1. Smart card (1) comprising an integrated circuit (10) having a processor and a 
memory, the memory comprising tickets (20), a ticket comprising an entitlement 
field (21) for storing data relating to the entitlement of the ticket, a validation field 
(22) for storing data relating to the validity of the ticket, a ticket (20) further 

5 comprises a validation count field (26) for storing a validation count representing 
the number of times the ticket (20) may be validated, whereby the validation count 
is arranged for being decreased upon each validation of the ticket (20), a further 
validation of the ticket being blocked when the count has a predetermined value, 
the predetermined value preferably being zero, and whereby the ticket (20) is 
10 validated each time content is received from a content provider (31). 

2. Smart card (1) according claiml, whereby the content provider (31) both issues 
the ticket (20) and provides the content where the ticket (20) is used for. 

15 3. Smart card (1) according claim 1 or 2, whereby the ticket (20) is validated each 
time content is viewed or used by a user. 

4. Smart card (1) according claim 1, 2 or 3, whereby the ticket (20) only can be 
used for a specific type of content. 

20 

5. Smart card according to any of the preceding claims, wherein a ticket (20) 
further comprises a price field (24) for storing the price of the ticket and/or the 
price of a single use of the ticket. 

25 6. Smart card according to any of the preceding claims, wherein a ticket (20) 

further comprises a sequence number field (24) for storing the sequence number 
given to the ticket (20) by an issuing terminal. 

7. Smart card (1) according to any of the preceding claims, wherein a ticket (20) 
30 further comprises at least one verification field (23; 24) for storing data relating to 

a check of the validity of the ticket. 

8. Smart card (1) according to any of the preceding claims, wherein the ticket (20) 
can only be used for accessing a specific type of content provided by the content 

35 provider (31). 
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9. Method of using a tickets (20) on a smart card (1) according to any of the claims 
1 to 6, whereby the validation count is arranged for being decreased upon each 
validation of the ticket (20). 
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